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SQL Server auditing with EventLog Analyzer

Databases form the backbone of an organization's network infrastructure. Today, organizations are
collecting, processing, and storing more data than ever before. Database security thus becomes extreme-

ly pertinent given the growth in database size, complexity, and increasingly sophisticated attack methods.

How database attacks occur

Here is a quick overview of how a data breach usually occurs:

Internet Firewall IDS /IPS Router Application Database
Server Server

From outside the organization, databases are usually accessed via a front-end application, typically a web
application hosted on the company's web server. Malicious users disguise themselves as valid network
traffic in order to cross all perimeter security devices such as the firewalls and intrusion detection and
prevention systems. They then proceed to find and manipulate a vulnerability in the application to gain
control of the database, a process known as SQL injection. Attackers can also flood the database with
seemingly valid requests, making its services unavailable to other users. This is another common type of

attack known as denial of service.

From inside the organization, users with the appropriate permissions can directly breach the database or

even cause physical damage to the servers and other storage media.

Attackers are adept at finding weak spots in your database security policy. When left unchecked, your

database integrity could be severely compromised due to several factors, including:

e Unauthorized changes: If there is no stringent change management process in place, a
multitude of unauthorized changes can occur in your database and can disrupt data

integrity.

e Unauthorized users: When permissions are not properly assigned, unauthorized users

can access a database.

® Guest users: Guest users must be disabled from using sensitive databases unless explicitly

granted access.

www.eventloganalyzer.com www.demo.eventloganalyzer.com eventloganalyzer-support@manageengine.com



https://www.manageengine.com/products/eventlog/
http://demo.eventloganalyzer.com/event/index3.do?source=pdf
https://www.manageengine.com/products/eventlog/?source=pdf

SQL Server auditing with EventLog Analyzer

o Weak password policy: User account passwords which are weak or not changed often are

susceptible to attacks.

e Irregular updates: Failure to apply updates and patches released by your database vendor

can make your server susceptible to viruses and other attacks.

e Irregular backups: Without a good backup policy in place, you can lose a lot of data if your

server goes down for any reason.

Auditing databases: the need for a database reporting tool

Employing a good security policy is just part of a fully secured database server. Continuous monitoring of
database transactions, user accesses, account changes, server level changes, etc. using database logs is
necessary to ensure everything is running smoothly. It is also a security measure in itself, as it catches all
attack attempts or indicators of compromise in your database, enabling you to take immediate corrective

action and fine tune your security policy if necessary.

Due to the volume of logs generated, though, it is virtually impossible to go through them manually.
Database vendors do not usually provide extensive reporting or alerting mechanisms. The use of a
third-party tool such as EventLog Analyzer can solve this problem by providing the log analysis necessary

to protect your databases.

Audit Microsoft SQL Server with EventLog Analyzer
EventLog Analyzer is an auditing and IT compliance management tool which can import and analyze SQL
database logs with ease. The tool provides extensive reports and alerts for Microsoft SQL Server to

improve its security. To monitor SQL server logs with EventLog Analyzer, you must:
e Enable logging on your Microsoft SQL Server.

® Import the logs to the EventLog Analyzer server.

You can then proceed to view the instantly generated reports. You can also create custom reports or set
up alert profiles and receive real-time SMS or email notifications about specific SQL Server events. The
reports are provided in an intuitive graphical format, making it easier to understand the events on your
database server. All reports can be customized, scheduled, distributed via email, or exported to PDF and
CSV formats.

SQL Server reports and alerts are classified into five groups, allowing you to analyze the events of your
choice with ease.

® SQL Server DDL auditing: Monitor and track the changes happening at the database structural level,
such as changes to the tables, views, procedures, triggers, schema, and more. Easily discover the

details of who made what change, when, and from where.
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® Scenario: With an alert for dropped databases, the administrator is instantly notified of a
major amount of data being deleted. If this is not expected, they can take immediate

corrective action to restore the data and identify the user responsible.

Define Criteria @ Pradefined Alert Compliance Alert Custom Alert
Alert * Dropped Databases -
AND Action Id ¥ | equals dr
AND ClassType ¥ | equals db +
Motifications:
Day v

Notify by :  Email Run Program SMS

Email: admin@dbxyz.com

Subject: Shostname deleted a database Select Arguments ..
I Source
Event D
Hostname -
Body Content:
Instance Name, Username, Session ld, | =
AddNotes : 250

Add Alert Profile

® SQL Server DML auditing: Audit all functional-level activities happening in the database.
Find out when functional queries are executed, who executed them, and from where.

Instantly track all change activity on confidential data such as data being viewed, updated,
deleted, or new entries being made.

® Scenario: The selected tables report helps an administrator understand which
data is being viewed on the database.

Windows ~ Unix = Applications = Metwork Devices = Favourites = Threals My Reports  Top And Trends = User Based Reports ~ vCenter = Vulnerability = Customize »

2000-01-01 00:00 2015-11-20 2359 -
= SQLServer DML Auditing Report
Selected Tables
Inserted Tables
Undated Tables 100000
Deleted Tables

Execute Command 50000

Recieve Command
Check reference command exe.. 0
172.21.145.246
Inserted Schemas Hostname
Selected Schemas
Updated Schemas = 1-100f655049 > [10 v | R
Username Hostname Instance Name Session Id DataBase Name Schema Name Object Name Time
Deleted Schemas
sa 17221145246 EL-W7-64-1 52 ReportServer dbo ServerUpgradeHistory 20 Nov 2015, 13:35:29
+ SQLServer Auditing Account Ma sa 17221145246  EL-W7-64-1 52 ReporiServer dho ServerUpgradeHistory 20 Nov 2015, 13:35:29
» SQLServer Auditing Server Repo sa 172.21.145.246 EL-W7-64-1 52 ReportServer dbo ServerUpgradeHistory 20 Nov 2015, 13:35:18
» SQLServer Security Reports sa 17221145246 EL-W7-64-1 52 ReportServer dbo ServerUpgradeHistory 20 Nov 2015, 13:35:16
» Oracle Auditing Report sa 17221145246 EL-W7-64-1 52 ReportServer dbo Event 20 Nov 2015, 13:35:16
+ Oracle Auditing Account Manag sa 17221145246 EL-W7-64-1 52 ReportServer dbo Event 20 Nov 2015, 13:35:16
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® SQL Server account management: Managing and monitoring database server accounts is

very critical in setting up authorizations for resources both inside and outside of the

database. Track every change made to accounts such as privileged account creation, logons

and logoffs, passwords, and more.

® Scenario: The user altered report helps the administrator keep track of user

permissions. If a user gains access to a sensitive database, the administrator can

take immediate corrective action.

Windows ~ Unix = Applications = Network Devices = Favourites = Threats My Reporis  Top And Trends = User Based Reports |~ vCenter  Vulnerability =~ Customize »

Q [NeR -]

=/ SQLServer Auditing Account Ma.

User Created

User Dropped

User Alterad

Login Created

Login Dropped

Login Alterad

DataBase Role Created
DataBase Role Dropped
DataBase Role Altered
Application Role Created

Application Role Dropped

Application Role Altered
Credential Created
Credential Dropped
Credential Altered

Own Password Changes

Failed Own password changes

2000-01-01 00:00  2015-11-20 23:59 ~

User Altered | Criteria: Host=  User= Schedule  Exporty of

17221.145246

Hostname

0 2000 4000 8000 8000 10000 12000 14000 16000 18000
Count

= = 1-100f126585 > (10 v| B
Username Hostname Instance Name Session Id DataBase Name Schema Name Object Name Time

sa 17221145246 EL-W7-64-1 52 ReportServer dbo Event 20 Nov 2015, 13:45:13

sa 172.21.145.246 EL-W7-64-1 52 ReportServer dbo Notifications 20 Nov 2015, 13:45:13

sa 172.21.145.246 EL-W7-64-1 52 ReportServer dbo Event 20 Nov 2015, 13:45:02

sa 17221145246 EL-W7-64-1 52 ReportServer dbo Notifications 20 Nov 2015, 13:45:02

sa 17221145246 EL-W7-64-1 52 ReportServer dbo Event 20 Nov 2015, 13:44:52

sa 172.21.145.246 EL-W7-64-1 52 ReportServer dbo Notifications 20 Nov 2015, 13:44:52

® SQL Server auditing: Audit SQL Server activities such as startups, shutdowns, logons, and

logon failures. Also, obtain detailed reports on database backup, restoration, audit, audit

specifications, administrator authorities, and more. Learn the top logon activities in the

database, and visualize trend patterns of any logon failures.

® Scenario: Top logons based on user is a trend report that helps an administrator

understand who is most active in the database. A higher than expected value for

any user could also indicate an account being compromised.

Windows | Unix | Applications ' Network Devices | Favourites = Threats = My Reports = Top And Trends = User Based Reports | vCenter = Vulnerability | Customize »

Q 1o
= SQLServer Auditing Server Report‘

Database backup report
Database restoration report
Transaction log backup report
Admin authority changes report
Permission changes report
Owner Changes report
Created server roles

Dropped server roles

Altered server roles

Created Server Audits
Dropped Server Audits

Altered server audits

Created Server Audit Specificat

Top logons based on user
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2000-01-01 00:00 2015-11-20 2359 =

Top logons based on user | Criteria - Hostv  User Schedule  Exportv of

Top 10
50000
40000

30000

Count
|
|
|

20000

10000 -0

ela-w12r2-Gladministrator sa
Usemame:

Usermame Count Percentage
ela-wi2r2-Gladministrator 34910 75.91%

sa 11076 24.09%
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® SQL Server account management: SQL Server security: EventLog Analyzer helps mitigate
external and internal security breaches by providing detailed reports on various security
attacks that can occur in a database such as SQL injection and denial of service attacks.
These help the administrator conduct detailed forensic analysis on how the attack
happened. One can also track account lockouts, privilege abuses, unauthorized copying of

sensitive data, and more, helping them instantly react to security breaches.

® Scenario: Multiple account lockouts in a short span of time, as identified by the
account lockouts report, could be indicative of hackers trying to gain access to the
database.

Windows | Unix = Applications = Network Devices | Favourites | Threats = My Reports = Top And Trends | User Based Reports | vCenter | Vulnerability | Customize +
2000-01-01 00:00  2015-11-20 23:59 ~

Q Group / Report | @ f¢  Account Lockouts | Criteria : Hostv  User~

Schedule  Export~  of
» APACNE WWEDDEIVEr EITOr Repors

» Apache \WebServer Top Reports

» Apache WebServer Attack Repo

» SQLServer DDL Auditing Report 1000

» SOLServer DML Auditing Repart
» SQLServer Auditing Account Ma

Count

+ SQLServer Auditing Server Repo
= SQLServer Security Reports

0
ela-w12r2-6
Privilege abuses

Hostname

Unauthorized copies of sensitiv_

Account Lockouts = m 1-100f5670 > [10 v B
Storage media exposure Username Hostname Instance Name Session Id DataBase Name Schema Name Object Name Time

QL Injection sa elawi22-6 ELAWI2R2S 53 eventlog_10073_1 dbo dhep_linux_hr_trend_sa_Tmp 17 Now 2015, 16:20:33
Denial of Service sa ela-i2rz-6  ELAWI2RZ6 53 eventiog_10073_1 dbo dhep_linux_reports_hr_trend_sa_Tmp 17 Nov 2015, 16:29:33

sa elawi2rz6 ELAWI2RZE 53 eventiog_10073_1 dbo dhep_linux_hr_trend_sa_Tmp 17 Nov 2015, 16:14:33

With its comprehensive auditing and alerting capabilities, EventLog Analyzer serves as the perfect tool to

monitor the activity, gain insights, and discover and prevent breach attempts on your SQL Server.

About EventLog Analyzer

EventLog Analyzer is a comprehensive IT compliance and log management software for SIEM. It provides detailed insights

into your machine logs in the form of reports to help mitigate threats to help you achieve complete network security.
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About ManageEngine

ManageEngine delivers the real-time IT management tools that empower an IT team to meet an organization's need for
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60 percent of the Fortune 500 — rely on ManageEngine products to ensure the optimal performance of their critical IT
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